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Data Privacy 
 
GDPR generally 
divides rights and 
responsibilities into 
three roles.

controller

processor

subject



Data Subject 
 
e.g. your customer, 
whose data is 
processed. 

Right to information, 
correction and 
deletion of their data.

subject



Data Controller 
 
e.g. your company 
that collects personal 
data of its customers. 

Obligation to ensure 
lawful processing of 
the data.

controller



Data Processor 
 
e.g. your hosting 
provider that stores 
and processes data. 

Obligation to comply 
and protect the data 
according to the 
controllers instruction.

processor



Data Security 
 
Data Security is the 
practice of ensuring 
that personal data is 
only accessible to the 
parties that are 
explicitly authorized 
and to no one else.

controller

processor

subject

adversary

user



Data Security 
 
The subject trusts that 
their data is handled 
according to declared 
purpose, not exposed 
by design flaws or 
operational failures.

subject

adversary



Data Security 
 
The controller defines 
why and under what 
guarantees data is 
processed — 
including security 
requirements and 
acceptable risk.

adversary

controller



Data Security 
 
The processor is 
responsible for how 
data is protected in 
practice: encryption, 
access control, 
isolation, and secure 
storage.

adversary

processor



Data Security 
 
The users have rights 
to their data, but we 
are not responsible for 
their own systems and 
behaviors.

adversary

user



Encryption, Access Control, 
Isolation, and Secure Storage



Data Security 
 
Data security is not a 
single mechanism. 
It is a layered 
response to different 
adversary capabilities.

postgresappingress

object 

storage

internet



Data Security 
 
Data security is not a 
single mechanism. 
It is a layered 
response to different 
adversary capabilities.

postgresappingress

object 

storage

internet



Data Security 
 
Data security is not a 
single mechanism. 
It is a layered 
response to different 
adversary capabilities.

postgresappingress

object 

storage

internet



Data Security 
 
Data security is not a 
single mechanism. 
It is a layered 
response to different 
adversary capabilities.

postgresappingress

object 

storage

internet



Data Security 
 
Data security is not a 
single mechanism. 
It is a layered 
response to different 
adversary capabilities.

postgresappingress

object 

storage

internet



Access Control 
 
Access control 
prevents unauthorized 
use. 

Encryption limits 
damage when access 
control fails.
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Encryption 
 
Access control 
prevents unauthorized 
use. 

Encryption limits 
damage when access 
control fails.
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Secure Storage 
 
Secure storage does 
not mean "hard to 
access", it means 
"useless without the 
correct cryptographic 
context".

postgresappingress

object 

storage

internet



Wrapped Key Encryption



Wrapped Key 
Encryption 
 
Wrapped key 
encryption is not 
about "stronger" 
encryption, it is about 
splitting trust across 
systems so that no 
single failure is 
catastrophic.



Root Master Key 
 
Wrapped key 
encryption is not 
about "stronger" 
encryption, it is about 
splitting trust across 
systems so that no 
single failure is 
catastrophic.

cloud 

kms

app 

kms storage



Key Encryption Key 
 
No single system 
holds enough 
information to decrypt 
user data. 
Cloud KMS, 
application code, and 
storage must all be 
compromised.

cloud 

kms

app 

kms storage



cloud 

kms

app 

kms storage

rmk( kek(dek( data)))

Wrapped Key 
Encryption 
 
Each boundary 
encrypts the inner 
layer.



Data Encryption Key 
 
No single system 
holds enough 
information to decrypt 
user data. 
Cloud KMS, 
application code, and 
storage must all be 
compromised.

cloud 

kms

app 

kms storage



Passphrase Derived 
Key 
 
Add secrets into the 
key derivation chain to 
add an extra 
authentication layer 
that is governed by 
user known secrets.

cloud 

kms

app 

kms storage

* * * * * *
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Passphrase Derived 
Key 
 
Add secrets into the 
key derivation chain to 
add an extra 
authentication layer 
that is governed by 
user known secrets.

cloud 

kms

app 

kms storage

* * * * * *

rmk( pdk(kek(dek( data)))



Encryption Algorithms



Roll your own? 
 
No. Just nope.



AES-GCM 
 
Encrypts data and 
authenticates both 
ciphertext and AAD in 
one step, but only 
remains secure if 
nonces are never 
reused with the same 
key.



AES-CBC 
 
Encrypts data but 
provides no built-in 
integrity, so it must be 
paired with a separate 
MAC or it is vulnerable 
to tampering.



HKDF-SHA256 
 
Key derivation 
function, ensuring 
proper hashing and 
key size targets.



Integration and Infrastructure



:crypto 
 
The purpose of the 
Crypto application is 
to provide an Erlang 
API to cryptographic 
functions.



KMS.Crypto 
 
Maintainable and 
central place to 
implement all crypto 
functionality. 

Easy to track 
dependencies and 
audit code.



UploadStream 
 
Provide a behavior for 
writing uploaded 
chunks to a final 
destination.



KMS.Client.Remote 
KMS.Client.Local 
 
Fast for local 
development, secure 
for production 
deployments. 
Separate memory 
space for KMS.
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KMS.Client.Remote 
KMS.Client.Local 
 
Fast for local 
development, secure 
for production 
deployments. 
Separate memory 
space for KMS.

internet

ingress

app
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Thank you! 
 
Please leave a like, 
comment and 
subscribe. 
 
No, I mean, contact me 
directly, follow me and 
be in touch!

Enjoy your encrypted soup🥫
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https://parlant.xyz/l/google-sheets-chatgpt-function
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Chat

https://www.parlant.co
https://www.parlant.co


not verified 🤷

I work in software, 

infrastructure and data

procrastination

not really popular

wow network. 

so powerful.

Berlin is best.
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